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Abstract

We present a reconfigurable design of the Advanced Encryption Standard capable of adapting at run-time to the requirements of the target application. Reconfiguration is achieved by activating only a
specific subset of all the instantiated processing elements. Further, we explore the effectiveness of power gating and clock gating methodologies to minimize the energy consumption of the processing
elements not involved in computation.
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. . : , Power gating is applied at a coarse-grain level to the rounds not
Coarse Grained Reconfigurable AES architecture capable of unrolling up to 10 rounds.

: . , : , involved in the current computation. The configurations on the system
Depending on the Configuration ID, the multiplexers change the connections among the RFs and RKs blocks,

: : . , correspond to six different Power Domains (PDs).
enabling different AES configurations.

By setting a specific Config ID, it is possible to switch off one or more PDs.

According with the enabled configuration, the CGR-AES features different encryption latency and different All the not switchable logic (power

energy consumption per encrypted block and is able to adapt with the requirements of the target controller, isolation cells) is inserted in the Always On PD (PD AO).

application.

Performance Evaluation on Asic
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More unrolled rounds achieve higher performance, but cause higher energy consumption due to the
Design occupation is reported in Gate Equivalents (GE). additional logic:
All CGR designs require approximately 6% additional gates compared with the Standalone 10R: the most performing design, but the most energy consuming.
standalone design instantiating 10 unrolled rounds (Standalone 10r). Standalone 1R: the best design in terms of energy, but the one with the highest latency.

Conclusions

The proposed implementation allows selecting dynamically the amount of rounds to be computed in the same clock cycle, thus trading energy consumption with throughput.
Our results shows that coarse-grained reconfigurability could be an appealing approach to implement flexible designs of cryptographic algorithms. We also demonstrated
that power consumption caused by the unused processing elements can be further reduced using power gating.



